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(54) Network device management method, and network devices 



(57) There is provided a technique capable of easily 
and suitably setting or updating the setting information 
or the firmware of a plurality of network devices. Accord- 
ing to a network device management method, a device 
information managing section (11) transmits identifica- 
tion information and device information A of a network 
device (1 ). collates identification information and device 
information B received from the other network device 
(2) with the own identification information, generates ap- 
proximation-level information, and stores this in an iden- 
tification information database (12). A command receiv- 
ing section (13) that has received a setting/updating 
command CI stores this setting/updating command in 
a command database (15). A setting/updating process- 
ing section (14) carries out the setting or updating of the 
own network device. A command transfer section (16) 
selectively transfers a setting/updating command to oth- 
er network devices based on approximation-level infor- 
mation. 
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(54) Network device management method, and network devices 



(57) There is provided a technique capable of easily 
and suitably setting or updating the setting information 
or the firmware of a plurality of network devices. Accord- 
ing to a network device management method, a device 
information managing section (11) transmits identifica- 
tion information and device information A of a network 
device (1), collates identification information and device 
information B received from the other network device 
(2) with the own identification information, generates ap- 
proximation-level information, and stores this in an iden- 
tification information database (12). A command receiv- 
ing section (13) that has received a setting/updating 
command C1 stores this setting/updating command in 
a command database (15). A setting/updating process- 
ing section (14) carries out the setting or updating of the 
own network device. A command transfer section (16) 
selectively transfers a setting/updating command to oth- 
er network devices based on approximation-level infor- 
mation. 
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Description 

BACKGROUND OF THE INVENTION 

Field of the Invention 5 

[0001] The present invention relates to a technique for 
managing the setting/updating of a plurality of informa- 
tion devices (network devices) disposed dispersedly on 
the network, and for managing an easy obtaining of in- 
formation of the plurality of information devices. 

Description of the Related Art 

[0002] In recent years, there have been used network 
devices having a plurality of information devices con- 
nected to each other on the network. Depending on the 
installation environment, these network devices require 
various kinds of initial setting. It is also necessary to up- 
date the firmware of the installed network devices as 
well depending on the situation. 
[0003] The setting information and the setting/updat- 
ing data for the firmware and the like to be updated are 
usually constructed in the data file format. These infor- 
mation and data are input to each network device via 
data communications on the network or via a recording 
medium such as a PC card. 

[0004] However, in order to set the information or up- 
date the firmware for a large number of information de- 
vices that are scattered on the network by utilizing the 
data communications on the network, it is necessary to 
repeat the work of transmitting the setting/updating data 
to each information device by many times. 
[0005] Moreover, in order to carry out the setting/up- 
dating via the recording medium, it is necessary to bring 
the recording medium to each information device. For 
example, a person must actually move to each position 
of each information device to bring the recording medi- 
um. 

[0006] Further, depending on the situation, it is not 
preferable to uniformly update the firmware of all the in- 
formation devices on the network. For example, de- 
pending on the situation, the setting/updating data does 
not match a control/setting command system of the in- 
formation device, and new setting information does not 
effectively work. 

[0007] Moreover, depending on the situation, the re- 
quired level of updating is different for each information 
device. However, it is generally difficult to judge from the 
outside the need for updating each information device. 
Therefore, there is a possibility that the information de- 
vice that does not require the updating is also updated 
inappropriately. 

[0008] Moreover, some network devices such as net- 
work printers have a server function using the HTTP (hy- 
pertext transfer protocol) for the purpose of obtaining 
device information such as status information and func- 
tion information of the network device. Such network de- 
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vices can provide device information in the format of a 
Web (WWW: worldwide web) page described in the 
HTML (hypertext markup language). With this arrange- 
ment, users can obtain device information of the net- 
work devices via a communication network. 
[0009] For reading a Web page, a browser as exclu- 
sive software for reading is necessary. At present, a 
browser is general software, and various kinds of brows- 
ers can be easily obtained at cost or free of charge. 
[0010] Moreover, for reading a Web page, it is neces- 
sary to assign information that identifies a network de- 
vice for the reading according to the URL (uniform re- 
source locator) standard. Hereinafter, the assigned 
identification information will be referred to as the URL. 
[001 1] This URL includes various kinds of description 
methods depending on the network environments used. 
For example, in the network based on the TCP/IP (trans- 
mission control protocol/internet protocol), it is possible 
to use an IP address as the URL. 
[0012] However, in the case of reading Web pages of 
a plurality of network devices by sequentially switching 
the Web pages, it has been necessary that a user as- 
signs the URL for each device in the browser at a host 
computer. Therefore, it has been difficult to obtain infor- 
mation of a plurality of network devices in an easy op- 
eration. 

[0013] Some browsers have a function of storing the 
URL that the user requires. However, in order to store 
the URL of each network device, it has usually been nec- 
essary that the user once inputs the URL, and then con- 
nects to each network device. When the number of net- 
work devices becomes enormously large, enormously 
large labor is necessary for manually inputting the URL 
of each network device. 

[0014] Further, the URL stored in the host computer 
is effective only when this host computer is connected 
to each network device. Therefore, it is difficult for a cer- 
tain host computer to connect to a network device by 
utilizing the URL stored in other host computer. 

SUMMARY OF THE INVENTION 

[001 5] It is a first object of the present invention to pro- 
vide a technique capable of easily and suitably setting 
or updating the setting information or the firmware of a 
plurality of network devices, by solving the above prob- 
lems. 

[001 6] It is a second object of the present invention to 
provide a technique capable of obtaining information of 
a plurality of network devices in a simple operation. 
[0017] In order to achieve the first object, according 
to one aspect of the present invention, there is provided 
a network device management method for setting or up- 
dating the setting information or the firmware of a plu- 
rality of information devices installed on a network, the 
method comprising: the processing that each informa- 
tion device transmits to the other information devices on 
the network, identification information of the own infor- 
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mation device and device information of a structure and 
functions and the like that reflect characteristics of a 
control/setting command of the own information device; 
the processing that the information device that has re- 
ceived identification information and device information 5 
from the other information device collates the received 
device information with the own device information, gen- 
erates approximation-level information that shows a lev- 
el that the control/setting command of the other infor- 
mation device and the own control/setting command are 10 
in common, and stores the approximation-level informa- 
tion together with the identification information of the 
other information device; the processing that the infor- 
mation device that has received a setting/updating com- 
mand including any one of the setting/updating data for * 5 
setting or updating the setting information or the 
firmware and position information of the setting/updat- 
ing data stores this setting/updating command, and sets 
or updates the own setting information or the firmware 
based on the setting/updating command; and the 20 
processing that the information device selectively trans- 
fers to the other information devices the stored setting/ 
updating command based on the approximation-level 
information. 

[0018] According to another aspect of the present in- 25 
vention, an information device generates approxima- 
tion-level information from device information received 
from other information device, and transfers a setting/ 
updating command to the other information devices 
based on this approximation-level information. With the 30 
above arrangement, in setting or updating a plurality of 
information devices, the setting or updating of at least 
one information device makes it possible to automati- 
cally set/update other information devices that require 
a similar setting/updating operation. 35 
[0019] Further, as the setting/updating command is 
transferred based on the approximation-level informa- 
tion, it is possible to transmit the setting/updating data 
that matches a control/setting command system to each 
information device without omission. When the approx- 40 
imation levels are close to each other, there is a tenden- 
cy that the necessity of the updating is also similar. 
Therefore, when the setting/updating data is transmitted 
to one information device that requires the updating, it 
is possible to carry out a suitable setting/updating to oth- 45 
er information devices that require a similar updating. 
[0020] Moreover, as the device information is ex- 
changed between the network devices, a user does not 
need to understand the identification information of all 
the information devices-that require the updating work. 50 
Further, the user does not need to manage the identifi- 
cation information. 

[0021] As described above, according to another as- 
pect of the present invention, it is possible to easily and 
suitably set or update the setting information or the 55 
firmware of a plurality of network devices. 
[0022] Moreover, according to still another aspect of 
the present invention, there is provided a network device 
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management method, wherein at the time of generating 
the approximation-level information, a plurality of items 
of the device information are weighted. Based on this 
weighting, it is possible to easily generate approxima- 
tion-level information suitable for each information de- 
vice, by placing a priority to an optional item of the device 
information. 

[0023] Moreover, according to still another aspect of 
the present invention, there is provided a network device 
management method, wherein the information device 
that has received the setting/updating command selec- 
tively stores the setting/updating command based on 
the approximation-level information of the information 
device that has transmitted the setting/updating com- 
mand, and sets or updates the own setting information 
or the firmware based on this setting/updating com- 
mand. When the information device decides on the set- 
ting or updating according to the setting/updating com- 
mand based on the approximation-level information of 
the information device that has transmitted the setting/ 
updating command, as described above, it becomes 
possible to more securely match the setting/updating 
data with the control/setting command system of the in- 
formation device. As a result, it becomes possible to ef- 
fectively operate the new setting information more se- 
curely. 

[0024] Moreover, according to still another aspect of 
the present invention, there is provided a network device 
management method, wherein an identifier is added to 
the setting/updating command, and the information de- 
vice that has received the setting/updating command 
stores the identifier and the setting/updating command 
when an identifier that is the same as this identifier has 
not been stored, and sets or updates the own setting 
information or the firmware according to this setting/up- 
dating command. As described above, when the identi- 
fier of the setting/updating command is checked, it is 
possible to prevent a duplicated setting or updating 
based on the setting/updating command that has been 
transferred in duplicate. 

[0025] Moreover, according to still another aspect of 
the present invention, there is provided a network device 
as an information device installed on a network, the net- 
work device comprising: a device information managing 
section that transmits to the other information devices 
on the network, identification information of the own in- 
formation device and device information of a structure 
and functions and the like that reflect characteristics of 
a control/setting command of the own information de- 
vice, receives identification information and device in- 
formation from the other information device, collates the 
received device information with the own device infor- 
mation, and generates approximation-level information 
that shows a level that the control/setting command of 
the other information device and the own control/setting 
command are in common; an identification information 
database that stores the approximation-level informa- 
tion together with the identification information of the 
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other information device; a command receiving section 
that receives a setting/updating command including any 
one of the setting/updating data for setting or updating 
the setting information or the firmware and position in- 
formation of the setting/updating data; a command da- 5 
tabase that stores this setting/updating command; a set- 
ting/updating processing section that sets or updates 
the own setting information or the firmware based on the 
setting/updating command; and a command transfer 
section that selectively transfers to the other information * 0 
devices the stored setting/updating command based on 
the approximation-level information. 
[0026] According to still another aspect of the present 
invention, it is possible to easily and suitably set or up- 
date the setting information or the firmware of a plurality f 5 
of network device, like the network device management 
method of the above aspect. 

[0027] In order to achieve the second object, accord- 
ing to still another aspect of the present invention, there 
is provided a network device management method, 20 
wherein when each of a plurality of information devices 
to be managed and having a server function on a net- 
work displays device information via the network, each 
information device displays the device information in a 
hypertext format linked to other information devices con- 25 
nected to the network. 

[0028] As described above, when the network devic- 
es are linked on the network, it becomes possible to read 
device information by switching from device information 
of one network device to device information of other net- 30 
work devices. In other words, when the device informa- 
tion is switched from the device information of one net- 
work device to the device information of other network 
devices, it is not necessary to input identification infor- 
mation such as the URL of other network devices. 35 
Therefore, it is possible to obtain the information of a 
plurality of network devices in a simple operation. 
[0029] Moreover, as the network devices are linked 
on the network, when a user knows the identification in- 
formation such as the URL of one network device in ad- *o 
vance, the user can automatically obtain the link to other 
network devices. Therefore, the user does not need to 
manually input the identification information such as the 
URL of the other network devices. 

[0030] Moreover, even when a host computer for 45 
reading the device information has been changed, the 
user can easily read the device information of other net- 
work device when the user knows the identification in- 
formation such as the URL of one network device in ad- 
vance. 50 
[0031] Moreover, according to still another aspect of 
the present invention, there is provided a network device 
management method, wherein when each information 
device is started or when each information device is con- 
nected to the network, this information device simulta- 55 
neously reports to other information devices on the net- , 
work identification information for making access to the 
device information of this information device from the 



network, and each information device that has received 
the identification information stores this identification in- 
formation, and displays an anchor corresponding to this 
identification information together with the device infor- 
mation of the information device. 
[0032] As described above, since each network de- 
vice provides identification information as link informa- 
tion to other network devices, a manager does not need 
to update the identification information list. 
[0033] Since the anchor corresponding to the identi- 
fication information is displayed together with the device 
information, the user can easily read the display of a 
desired network device that has been linked, by assign- 
ing the anchor corresponding to the desired network de- 
vice. 

[0034] Moreover, as the user does not require individ- 
ual searching for each network device from the host 
computer that reads the device information , it is possible 
to reduce the traffic to the network. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0035] 

Fig. 1 is a diagram for explaining a network device 
management method according to a first embodi- 
ment of the present invention. 
Fig. 2 is a flowchart for explaining an example of the 
operation of a network device in the first embodi- 
ment of the present invention. 
Fig. 3 is a flowchart for explaining an example of the 
operation of a network device that has received a 
setting/updating command. 
Fig. 4 is a block diagram for explaining a selective 
transfer of a setting/updating command. 
Fig. 5 is a diagram for explaining a network device 
management method according to a second em- 
bodiment of the present invention. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0036] Preferred embodiments of the present inven- 
tion will be explained below with reference to the draw- 
ings. It should be noted that the present invention is not 
limited to these embodiments. 

(First Embodiment) 

[0037] A structure of a network device such as a net- 
work printer according to a first embodiment of the in- 
vention will be explained with reference to Fig. 1. Fig. 1 
shows two network devices 1 and 2 on a network as an 
example. 

[0038] As shown in Fig. 1 , the network devices 1 and 
2 consist of device information managing sections 11 
and 21, identification information databases 12 and 22, 
command receiving sections 13 and 23, setting/updat- 
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ing processing sections 14 and 24, command databas- 
es 15 and 25, and command transfer sections 16 and 
26, respectively. 

[0039] As both network devices 1 and 2 have the 
same constituent elements, the structure of the network 5 
device 1 will be explained below as a representative 
structure. 

[0040] The device information managing section 11 
transmits identification information and device informa- 
tion A of the network device 1 to the other network de- 10 
vice 2 and the like on the network. The device informa- 
tion is the information on the structure and functions and 
the like that reflect the characteristics of a control/setting 
command. For example, the device information is the 
information relating to a model of the network device, is 
and a structure of an auxiliary device such as a paper 
feeder, and capacity such as the processing speed. 
[0041] The information on the structure of the auxiliary 
device and the like reflects characteristics of the control/ 
setting command. In other words, when the network de- 20 
vices have similar structures of the auxiliary devices and 
the like, there is generally a high possibility that the 
same control/setting command can be used effectively 
to these network devices. 

[0042] The identification information and the device 25 
information A can be automatically transmitted at the 
time of starting the network device or at the time of con- 
necting the network device to the network. Alternatively, 
these can be automatically transmitted a preset updat- 
ing time. Based on the transmission of the identification 30 
information and the device information A, the participa- 
tion of the network device 1 in the network is posted. 
[0043] The function of transmitting the identification 
information and the device information A can be stopped 
or restarted at the request of a network manager or a 35 
user concerned. Further, based on an instruction from 
the manager or the user concerned, the identification 
information and the device information A can be trans- 
mitted, regardless of whether the function is being 
stopped or in work. 40 
[0044] When the device information managing sec- 
tion 11 has received identification information and de- 
vice information B from the other network device like the 
network device 2 and the like, the device information 
managing section 11 collates the received device infor- 45 
mation with the own device information. Then, the de- 
vice information managing section 11 generates ap- 
proximation-level information that shows, for example, 
a level that the control/setting command of the network 
device 2 and the own (the network device 1 ) control/set- 50 
ting command are in common. When the functions and 
formats between the network devices are similar in this 
approximation-level information, for example, the ap- 
proximation levels of the setting/updating commands 
are also high. 55 
[0045] The device information usually includes a plu- 
rality of elements. For example, the device information 
includes two elements of a device structure and a mod- 



el. In the case where the two network devices have the 
same device structures and the model of the other net- 
work device 2 is much older than the model of the own 
network device 1 , and the case where the models of the 
two network devices are substantially the same and the 
device structures are quite different, there is room to se- 
lect which approximation level is to be set higher. 
[0046] Therefore, in the present embodiment, a plu- 
rality of items of the device information are weighted at 
the time of generating the approximation-level informa- 
tion. Based on the setting of the weights, it becomes 
possible to easily generate the approximation-level in- 
formation suitable for each information device, by plac- 
ing priority to an optional item in the device information. 
[0047] The approximation-level information of the net- 
work device 2 generated by the device information man- 
aging section 11 is stored in the identification informa- 
tion database 12 together with the identification infor- 
mation of the network device 2. For example, in the TCP/ 
IP standard, the identification information is expressed 
in the IP address, and the approximation-level informa- 
tion is expressed as a numerical value that shows an 
approximation level for each identification information. 
[0048] It is not always necessary to store all the ap- 
proximation-level information generated. For example, 
a limit may be set to the range of the address of the 
network device of which approximation-level informa- 
tion is to be stored, and an upper limit and the like may 
be set to the number of registration in the identification 
information database 12. With this arrangement, only 
the approximation-level information that satisfies the 
setting condition may be stored. 
[0049] Moreover, the storing of the approximation-lev- 
el information of a specific network device may be pro- 
hibited (mask processing). 

[0050] In order to exchange the identification informa- 
tion and the device information between the network de- 
vices, it is necessary that the network devices are logi- 
cally connected to each other via the network. In other 
words, it is necessary that the network devices are al- 
ways in a position to be able to communicate. For this 
purpose, the device information managing section 11 
may verify the logical connection, and report a result of 
the verification to the manager. 
[0051] For verifying the logical connection, it is pref- 
erable, for example, to carry out a device checking by 
using the SNMP (simple network management protocol) 
or the like, in addition to an address checking based on 
the operation of the PING or the like in the TCP/IP pro- 
tocol. 

[0052] When a setting/updating command C1 has 
been transmitted to the network device 1 from a terminal 
10 connected to the network or from other network de- 
vice, the command receiving section 13 receives this 
setting/updating command C1. This setting/updating 
command C1 can be handled as a file. 
[0053] The setting/updating command C1 may direct- 
ly include setting/updating data for setting or updating 
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the setting information or the firmware, or may indirectly 
include the setting/updating data as its position informa- 
tion. For example, in the network based on the TCP/IP 
(transmission control protocol/internet protocol), posi- 
tion information for assigning a data position within a 
resource server 20 in which the setting/updating data is 
being stored, may be described according to the URL 
(universal resource locator) standard. 
[0054] The setting/updating command C1 is received 
by the command receiving section 1 3 not only when the 
setting/updating command has been transmitted via the 
network, but also when the setting/updating command 
has been loaded on the network device 1 as a recording 
medium such as a PC card. 

[0055] The setting/updating command C1 received by 
the command receiving section 13 is stored in the com- 
mand database 15. 

[0056] However, in the present embodiment, an iden- 
tifier is attached to the header of the setting/updating 
command C1. The network device 1 that has received 
this setting/updating command stores the setting/updat- 
ing command C1 together with the identifier of the head- 
er, only when an identifier that is the same as the iden- 
tifier of the header is not being stored. 
[0057] When the identifier of the setting/updating 
command is checked, it is possible to prevent a dupli- 
cated setting or updating based on the setting/updating 
command that has been transmitted in duplicate. 
[0058] The contents of each setting/updating com- 
mand registered in the command database 15 may be 
displayed on a display unit (not shown). Further, each 
setting/updating command registered in the command 
database 15 may be automatically deleted based on a 
condition like a lapse time or a total data size, for exam- 
ple, set in advance by the manager or the user con- 
cerned. 

[0059] Further, according to the present embodiment, 
the command receiving section 13 reads the approxi- 
mation-level information of the information device that 
has transmitted the setting/updating command, from the 
identification information database 12. Based on this ap- 
proximation-level information, the command receiving 
section 1 3 determines the storing of the setting/updating 
command information. In other words, only when this 
setting/updating command has been transmitted from 
the network device of which approximation-level infor- 
mation is higher than a certain standard, the command 
receiving section 1 3 selectively stores the setting/updat- 
ing command. 

[0060] Next, the setting/updating processing section 
14 sets or updates the own setting information or 
firmware, according to the setting/updating command 
stored in the command database 15. 
[0061] Specifically, when the setting/updating com- 
mand directly includes the setting/updating data, the 
setting/updating processing section 14 carries out the 
setting or updating by using this setting/updating data. 
When the setting/updating command indirectly includes 



the setting/updating data as its position information, the 
setting/updating processing section 14 reads the set- 
ting/updating data from the position indicated by this po- 
sition information, and carries out the setting or updat- 

5 ing. For example, the setting/updating processing sec- 
tion 14 reads setting/updating data D1 from the resource 
server 20 according to the position information. 
[0062] After finishing the setting/updating processing, 
a result of the setting/updating may be posted by e-mail 

10 or the like to a receiver set in advance by the network 
manager or the user concerned. 
[0063] Next, the command transfer section 16 selec- 
tively transfers the setting/updating command stored in 
the command database 15 to the other information de- 

15 vices, based on the approximation-level information 
stored in the identification information database 12. 
[0064] In other words, the command transfer section 
1 6 selectively transmits a setting/updating command C2 
to a network device like the network device 2 of which 

20 approximation level indicated by the approximation-lev- 
el information is at a certain level or above. 
[0065] With the above arrangement, in the case of 
setting or updating a plurality of information devices, the 
setting or updating of at least one information device in 

25 advance makes it possible to automatically set or up- 
date other information devices that require a similar set- 
ting/updating work. 

[0066] As the setting/updating command is trans- 
ferred based on the approximation-level information, it 
30 is possible to transmit to each information device the 
setting/updating data that matches the control/setting 
command system of the information device without leak- 
age. When the approximation levels are close to each 
other, there is a tendency that the needs for the updating 
35 is also similar. Therefore, the transmission of the setting/ 
updating data to one information device that requires the 
updating makes it possible to suitably set or update oth- 
er information devices that require the similar updating. 
[0067] The transfer of the setting/updating command 
40 may be automatically started according to an optional 
suitable condition like after the setting/updating 
processing section 14 has finished setting or updating 
processing. Alternatively, the transfer of the setting/up- 
dating command may be automatically started triggered 
^5 by a detection of a time event set as an assigned time 
or a participation of a new device in the network. 
[0068] The function of the command transfer section 
16 can also be stopped. When the command transfer 
section 1 6 has not transferred the setting/updating corn- 
so mand C2, the network device 1 is positioned as an end 
terminal of the transmission of the setting/updating com- 
mand. When a specific network device is set as an end 
terminal, it becomes possible to shorten a continued 
time of a congestion status of the network due to the 
55 transfer of the setting/updating commands. 

[0069] Further, it may be arranged such that a plurality 
of devices are set as end terminals, and only one net- 
work device that is used by the manager for updating 
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the setting information is set as "non-end terminal" on a 
local network. In this case, even when the manager car- 
ries out a setting work to the "non-end terminal" network 
device, it is not possible to retransmit the setting/updat- 
ing command from the "end terminal" network devices 
of which approximation-level information has been reg- 
istered, to the "non-end terminal" network device. 
Therefore, it is possible to restrict the transfer from the 
territory of these network devices. 
[0070] Next, an example of the operation of the net- 
work device 1 according to the present invention will be 
explained with reference to flowcharts shown in Fig. 2 
and Fig. 3. 

[0071] First, the network device 1 transmits the own 
identification information and the own device informa- 
tion A to the network device 2 (step S1 in Fig. 2). 
[0072] When the network device 1 has received the 
identification information and the device information B 
from the network device 2 (step S2 in Fig. 2), the network 
device 1 collates the received device information with 
the own device information. Then, the network device 1 
generates approximation-level information that shows a 
level that the control/setting command of the network 
device 2 and the control/setting command of the own 
device (the network device 1) are in common. Further, 
the network device 1 stores the generated approxima- 
tion-level information in the identification information da- 
tabase 12 together with the identification information of 
the network device 2 (step S3 in Fig. 2). 
[0073] The order of step S1 , step S2 and step S3 is 
not limited to the above. It is also possible to set such 
that the reception of a setting/updating command trans- 
mitted from a specific information device is fixedly re- 
jected. 

[0074] When the terminal 10, for example, transmits 
the setting/updating command C1 to the network device 
1 , the command receiving section 13 of the network de- 
vice 1 receives the setting/updating command C1 (step 
S1 in Fig. 3). 

[0075] Next, the command receiving section 13 con- 
firms the approximation-level information of the informa- 
tion device that has transmitted the setting/updating 
command C1 and the network device 1 (step S2 in Fig. 
3). 

[0076] When the approximation-level information are 
close to each other, the command receiving section 1 3 
selectively stores the setting/updating command C1 in 
the command database 15 (step S3 in Fig. 3). 
[0077] When there is no approximation-level informa- 
tion of the transmission origin like when the transmission 
origin is the terminal 10, the process may proceed to the 
next step by assuming that there is a high approximation 
level. 

[0078] Further, it may be arranged such that an iden- 
tifier like a check-sum is attached to the header of the 
setting/updating command C1. Then, it is confirmed at 
a stage before confirming the approximation-level infor- 
mation, whether the identifier that is the same as this 



identifier is stored in the command database 1 5 or not. 
Only when the same identifier is not stored, the approx- 
imation-level information may be selectively confirmed. 
Specifically, for example, the network device 1 calcu- 

5 lates the check-sum of the header of the received set- 
ting/updating command C1 based on a constant proce- 
dure, and confirms whether the data has already been 
applied or not. When only the check-sum of the header 
is utilized as the identifier as explained above, it is pos- 

10 sible to easily calculate the check-sum even when the 
data size of the setting/updating command is large. 
[0079] Then, the setting/updating processing section 
14 sets or updates the own setting information or the 
firmware, according to the stored setting/updating com- 

15 mand (step S4 in Fig. 3). 

[0080] Next, the command transfer section 16 con- 
firms the approximation level of each network device 
registered in the identification information database 
(step S5 in Fig. 3). 

20 [0081] Then, the command transfer section 16 selec- 
tively transfers the setting/updating command stored in 
the command database to only the network device 2 of 
which approximation level is close to that stored in the 
identification information database 12 (step S6 in Fig. 3). 

25 [0082] Fig. 4 shows a status of transferring of a set- 
ting/updating command. 

[0083] According to an example shown in Fig. 4, a net- 
work device 1 selectively transfers a setting/updating 
command C1 input from a terminal 1 0, to only a network 

30 devices 2 and 6 of which approximation levels of the ap- 
proximation-level information are high among network 
devices 2 to 6. The network device 1 does not transfer 
the setting/updating command to the network devices 
3, 4 and 5 of which approximation levels of the approx- 

35 imation-level information are low. 

[0084] As described above, as the setting/updating 
command is transferred based on the approximation- 
level information, it is possible to transmit to each infor- 
mation device the setting/updating data that matches 

40 the control/setting command system of the information 
device without leakage. When the approximation-level 
information are close to each other, there is a tendency 
that the needs for the updating is also similar. Therefore, 
the transmission of the setting/updating data to one in- 

45 formation device that requires the updating makes it 
possible to suitably set or update other information de- 
vices that require the similar updating. 

(Second Embodiment) 

50 

[0085] Next, a second embodiment of the present in- 
vention will be explained with reference to Fig. 5. 
[0086] In the second embodiment, there will be ex- 
plained a case of managing network devices 100 and 
55 200 as two information devices that have the HTTP 
server function on a communication network NW. These 
network devices 100 and 200 display respective device 
information via the network NW. 
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[0087] The network device in this case refers to a net- 
work printer or a scanner, for example. The device in- 
formation refers to status information or function infor- 
mation, for example. 

[0088] The device information of the network devices 
100 and 200 connected to the network NW are dis- 
played in the hypertext format as Web pages described 
in the mutually linked HTML. A user reads the Web pag- 
es by using a browser at a host computer 400. 
[0089] In order to establish a link of the device infor- 
mation, each of the network devices 100 and 200 posts 
to each other about the participation in a network 1 , at 
the time when the network device is started or when the 
network device is connected to the network 1 . A case 
that the network device 100 posts a message about its 
participation in the network 1 will be explained below. 
[0090] At the time of starting or at the time of connect- 
ing to the network, the network device 100 simultane- 
ously posts the URL of the network device 100 to other 
network devices on the network NW. This URL consists 
of the own address and other information. This URL is 
the identification information for enabling other network 
devices to make access to the device information of this 
network device on the network. 
[0091] The network device 200 that has received the 
simultaneously reported URL stores the received URL 
in its internal database 223. Then, the network device 
200 displays an anchor 226 corresponding to this URL 
on a Web page 225 together with the device information. 
As the anchor 226, there may be displayed the URL it- 
self or a tag such as a device name corresponding to 
the URL. 

[0092] The function of this simultaneous reporting 
may be stopped or re-started based on a request from 
the network manager or the user. While the function of 
this simultaneous reporting is being stopped, the net- 
work manager or the user may update the URL stored 
in the internal databases 113 and 223 of the network 
devices 100 and 200 respectively. 
[0093] It is also possible to move the contents of the 
internal database 223 of the network device 200 to the 
internal database 113 of the network device 100. Fur- 
ther, this move may be automatically executed triggered 
by a detection of a time event set as an assigned time 
or a participation of a new device in the network. 
[0094] When the user is reading the Web page 225 of 
the network device 200 by using the browser 410 at the 
home computer 400 (reading A), the user clicks the an- 
chor 226 on the Web page 225 with a pointer on the 
display screen. Then, the screen is easily switched to 
an initial screen 114 of the network device 100 linked 
with this anchor 226 (reading B). The Web page 115 of 
the network device 100 is displayed on the screen. As 
a result, the user can easily obtain the device informa- 
tion of the second network device 3. 
[0095] While the above first and second embodiments 
explain examples of the constructions of the present in- 
vention under a specific condition, it is also possible to 



modify the present invention in various manners. For ex- 
ample, while the description has been made of the case 
where two information devices are managed on the net- 
work in the above embodiments, the number of the in- 
5 formation devices to be managed is not limited to two in 
the present invention. 

[0096] As described above, it is possible to suitably 
apply the present invention to a technique for integrally 
managing the setting/updating of a plurality of tnforma- 

10 tion devices (network devices) that are scattered on the 
network like the Internet or the LAN (local area network). 
Further, it is possible to suitably apply the present inven- 
tion to a technique for enabling a user to easily obtain 
information of other network devices scattered on the 

15 network, at one network device. 



Claims 

20 1, A network device management method for setting 
or updating setting information or firmware of a plu- 
rality of information devices (1 , 2) installed on a net- 
work, the method characterized by: 

25 the processing that the information device (1) 

transmits to other information devices (2) on the 
network, identification information of the own 
information device (1) and device information 
of a structure and functions and the like that re- 

30 fleet characteristics of a control/setting com- 

mand of the own information device (1); 
the processing that the information device (1 ) 
that has received identification information and 
device information from the other information 

35 device (2) collates the received device informa- 

tion with the own device information, generates 
approximation-level information that shows a 
level that the control/setting command of the 
other information device (2) and the own con- 

40 trol/setting command are in common, and 

stores the approximation-level information to- 
gether with the identification information of the 
other information device (2); 
the- processing that the information device (1) 

45 that has received a setting/updating command 

including any one of a setting/updating data for 
setting or updating a setting information or a 
firmware and position information of the setting/ 
updating data stores this setting/updating corn- 
so mand, and sets or updates the own setting in- 
formation or the firmware based on the setting/ 
updating command; and 
the processing that the information device (1) 
selectively transfers to other information devic- 

55 es (2) the stored setting/updating command 

based on the approximation-level information. 

2. The network device management method accord- 
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ing to Claim 1 , characterized in that 

at the time of generating the approximation- 
level information, a plurality of items of the device 
information are weighted. 

5 

The network device management method accord- 
ing to Claim 1 , characterized in that 

the information device (1 ) that has received 
the setting/updating command selectively stores 
the setting/updating command based on the ap- 10 
proximation-level information of the information de- 
vice (1) that has transmitted the setting/updating 
command, and sets or updates the own setting in- 
formation or the firmware based on this setting/up- 
dating command. is 

The network device management method accord- 
ing to Claim 1 , 2 or 3, characterized in that 

an identifier is added to the setting/updating 20 
command, and 

the information device that has received the 
setting/updating command stores the identifier 
and the setting/updating command when an 
identifier that is the same as this identifier has 25 
not been stored, and sets or updates the own 
setting information or the firmware according to 
this setting/updating command. 

A network device (1 ) as an information device in- 30 
stalled on a network, the network device character- 
ized by: 

a device information managing section (11) that 
transmits to other information devices (2) on the 35 
network, identification information of the own 
information device (1) and device information 
of a structure and functions and the like that re- 
flect characteristics of a control/setting com- 
mand of the own information device (1), re- 40 
ceives identification information and device in- 
formation from the other information device (2), 
collates the received device information with 
the own device information, and generates ap- 
proximation-level information that shows a lev- 45 
el that the control/setting command of the other 
information device (2) and the own control/set- 
ting command are in common; 
an identification information database (12) that 
stores the approximation-level information to- so 
gether with the identification information of the 
other information device (2); 
a command receiving section (1 3) that receives 
a setting/updating command including any one 
of a setting/updating data for setting or updat- 55 
ing a setting information or a firmware and po- 
sition information of the setting/updating data; 
a command database (15) that stores the set- 



ting/updating command; 
a setting/updating processing section (14) that 
sets or updates the own setting information or 
the firmware based on the setting/updating 
command; and 

a command transfer section (1 6) that selective- 
ly transfers to other information devices (2) the 
stored setting/updating command based on the 
approximation-level information. 

The network device management method, 
characterized in that 

when each of a plurality of information devices 
(100, 200) to be managed and having a server 
function on a network displays device informa- 
tion via the network, 

each information device (1 00, 200) displays the 
device information in a hypertext format linked 
to other information devices connected to the 
network. 

The network device management method accord- 
ing to Claim 6, characterized in that 

when each information device (100, 200) is 
started or when each information device (100, 
200) is connected to the network, the informa- 
tion device (100, 200) simultaneously reports 
to other information devices (100, 200) on the 
network identification information for making 
access to the device information of this infor- 
mation device from the network, and 
each information device (100, 200) that has re- 
ceived the identification information stores this 
identification information, and displays an an- 
chor (226) corresponding to this identification 
information together with the device informa- 
tion of the information device (100, 200). 

The network device management method accord- 
ing to Claim 7, characterized in that 

HTTP (hypertext transfer protocol) is used for 
the server function, 

the device information is displayed in a format 
of a Web (WWW: world wide web) page (115, 
225) described in an HTML (hypertext markup 
language), and 

the identification information is described in a 
URL (uniform resource locator) standard. 
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Fig. 2 
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Fig. 3 
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